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PiBeHb BHLIOT OCBiTH - nepuuii (0akaiaBpchKuii)
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Cranpapt BU1LOT OCBiTH YKpainu: nepiuuii (6akanaBpcbKuii) piBeHb,

rajaysb 3HaHb
CreLiaIbHICTD

12 Indopmauiiidi TexHOIOTI],
125 KiGepbesneka

Crannapr BHIIOI OCBITH 3aTBEep/UKEHO i BBeJIEHO B JIit0 Haka3oM MiHicTepcTBa
ocBiTH 1 Hayku Ykpainu Big «04» 10. 2018 p. Ne 1074.
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CHCTEM»

Creuianssicts 125 Kibepbesneka

Tany3s 3Hanb 12 Tedopmauiiini texHonorii cTop. 3326

PiBeHb BUIIOI OCBiTH - nepiuuii (OakanaBpchKHit)

MEPEIMOBA

Po3po6aeno poGouoio rpynoio ocBiTHEO-npodeciiinoi nporpamu (cnewiansHocTi 125 «Kibepbesnexa)

y CKani:
'APAHT OCBITHBOI [TPOT'PAMM:

Inbenko Anna BagumiBHAa - K.T.H., JOLL., JOLUCHT Kadeapu

KOMII' IOTEPU30BAHUX CHCTEM 3axXHCTy iH(popMmaii

Wc rapaHTa

Sl

YJIEHU POBOYOI I'PYIIU:

Kasmipuyk Caitnana - J.T.H., JI01L., 3aBilyBa4 KadeapH

BoJioguMupiBaa :
o P KOMII'FOTEPH30BaHUX CHCTEM 3axHcTy iHdopmarlii
M

MIHC -%a poﬁoqoi' IPyIH

€nizapoB AHartoiH - K.T.H., JIOIL., IOLEHT Kadeapu

Boprcosua :
P KOMII FOTEPHU30BaHUX CHCTEM 3aXHCTY iH(popMmanii

NiAnHC YneHa pobovoi rpyni

Jlybuax Onena BiktopiBHa - crapmmit BUKIagad kadenpu

KOMIT FOTEPH30BaHHX CHCTEM 3aXHCTy iHpopmarii

ninr&jp(cua poboual rpynu
I'epacumenko Mapraputa - 3100yBayuka BHLIOI OCBITH
KoctsnTrHiBHA )
‘%aﬂ/’
“nianug’ #ynqa BHILLOT OCBITH
30BHIIIHI CTEUKXOJIJIEPH:

Bakanuucekuii Onexcanap  K.T.H., 3acTynHMK aupekropa Jlemapramenty ¢GopMyBaHHsS Ta

Ounerosuy peanizauii gepkaBHOI MOJITHKH y cepi kibep3axuery AaminicTparii
JlepkaBHOi cinykOM creuianbHOro 3B°si3Ky Ta 3axucry iHdopmartii
Yxpainu.

Peuensit, Biaryku 30BHILIHIX CTEHKXOIAEPiB (10AAIOTHCH).
PiBens noxymenTa — 30

[InanoBwit TepMin MiX peBisismu — 1 pik

KoHTpoabHHIl npUMipHHK
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CremianpHicTh 125 Kibepbesneka
Iamy3b 3HaHE 12 [HQOpMAaIiitHi TexHOTOTIT crop. 4326
PiBenp Bumoi ocBiTH - epmuii (6akaIaBpChKUiA)

1. ITpodiab ocBiTHBLO-NIpOdeciiinoi mporpamu

Po3aia 1. 3aranbHa indopmanin

HamionanbHuii aBianiiHuil yHIBEpCHUTET,
IToBHa Ha3Ba 3akmany BUOi ocBiTH | DakynbreT KibepOE3NneKu, KOMIT I0OTEPHOI Ta

1L Ta CTPYKTYPHOT'O HiAPO3ALTY porpamHoi iHkeHepii, kadeapa
KOMIT FOTEPU30BAHUX CHCTEM 3aXHCTy iH(popMarii
12 CrymiHnp BUIIOT OCBITH Ta Ha3Ba bakanasp
"' | kBamidikaIii MOBOIO OpHUTIHATY baxanasp 3 kibepOe3nexu.
OdimiiftHa Ha3Ba OCBITHRO- OCBiTHBQ_HPO(beCiI?IfI a nporpama. .
1.3. AV besneka iHpopMaiiHUX 1 KOMyHIKAIHHUX
npodeciiiHoi nporpamu
CHCTEM.
Jurutom OakanaBpa, onuHUYHUH, 240 KpeauTiB
€KTC:
14 Tun qumuoMy Ta 06CAr OCBITHBO- - 240 xpenutiB €EKTC, TepMiH HaBYaHHS 3 POKH
" | mpodeciiiHOT TporpamMu 10 micsaniB HaBYaHHS (JIeHHA opMa HaBUAHHS )
/ 4 poxu 6 Mics1iB HaB4aHHS (3a04Ha Gopma
HaBYaHHS)
AkpenuTariitaa koMicis, MiHICTepCTBO OCBITH i
1.5. | AkpenuTariiina iIHCTUTYIIiS Hayku YKkpainu, ceptudikar cepis HJ[ Ne1193809
Big 31.10.2017.
1.6. | Ilepiox akpeauraiii o 01.07.2027
6 piBenp HamionaneHoi paMkn kBastidikarii
VYxpainu (HPK Ykpainu), nepmuii nukin
. €Bporneiicbkoro npocropy Buioi ocsitu (FQ-
1.7. | lluxn/piBeHb . . N
EHEA), 6 piBeHp €Bporneiicbkoi paMKu
KBauTi(piKaIii 11 HAaBYaHHS BIPOJIOBXK JKUTTS
(EQF-LLL).
Beryn Ha HaBuaHHS Ha OCBITHBO-TIPOQECIHY
18 |1 nporpamy oocsrom 240 kpenutisa EKTC
8. epeayMOBH e . - - .
3MIACHIOETHCS HA 0a3i MOBHOI 3arajibHOI CEpeaHbOT
OCBITH
1.9 | dopma napuanms [HCcTHTYLIIHA 3 €IeMEHTaMH IUCTAHIIIITHOI: OYHa,
3a04Ha
1.10 | MoBa(u) BUKJIaJaHHS YkpaiHchKa
InTepHeT-agpeca MoCTiHHOTO http://www.nau.edu.ua
1.11 | po3MillleHHSsI OTUCY OCBITHBOT http://www.kszi.nau.edu.ua
porpamu
Po3aia 2. Ilisib ocBiTHBO-IpOGeciiinoi mporpamu
Hine oceiTHBOI-Tpodeciiinoi  nmporpamu «besneka iHpopMalifHUX 1 KOMYyHIKalliiHUX
CUCTEM» IIOJIATAa€ B MIJrOTOBII KOHKYPEHTHHX Ha PHHKY Mmpamni QaxiBIiB B ramysi
iH(pOpMalifHUX TEXHOJIOTIH, 3JaTHUX PO3B’A3yBaTH CKJIAJHI CIeLiani30BaHi 3aBJaHHs a0o
INpakTU4HI MpoOjemMu 3axucTy 1HopMmallli, BHKOPUCTOBYBATH 1 BIPOBAIKyBaTH
2.1. | rexHozorii iHpopMarlliitHoi Ta/abo KibepOe3neKH.

OIIIT «be3neka iHpopMaiIfHIX 1 KOMYHIKAIIHHUX CUCTEM» BiamoBigae micii HAY, y
SKii  HaromomyeTbcs IM0A0 BHecKy HAY sk y pO3BUTOK CyCHiIbCTBA Ha
HaIllOHAJTFHOMY Ta MIXKHAPOJHOMY PIBHSX dYepe3 reHepallilo HOBUX 3HaHb Ta
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IHHOBAIIMHUX 1/l HA OCHOBI IHTETpaIlii OCBITH, JOCHTI[UKCHb 1 MPAaKTUKH, TaK 1
HAJIaHHS BUCOKOSIKICHUX OCBITHIX Ta HAyKOBO-JOCHIIJHUX TMOCIYT IpoMajasiHaM YKpaiHu
Ta 1HO3EMIISIM TIiJ1 Yac MiAroTOBKY (haxiBIliB aBialliiHO-KOCMIYHOI ramys3i.

Y OIIIl nemae ananoriB cepen 3BO VYkpainum 11010 BpaxyBaHHS Tally3€BOIO
KOHTEKCTY (DYHKI[IOHYBaHHS aBialllifHOTO CEKTOpY.

Po3aia 3. XapakTepucruka ocBiTHBO-npodeciiiHol mporpamu

3.1

[TpenmeTHa o6nacth (00’ €KT
JUSUTBHOCTI, TEOPETUYHUM 3MICT)

O0’extu AisbHOCTI: 00’ekTH iH(pOpMaTH3alii,

BKIIFOYAIOYH KOMIIT FOTEPHI, aBTOMAaTH30BaHi,
TEeJIEKOMYHiKaliitHi, iHpopMmartiityi, indpopmariiitHo-
aHAITHYHI, iH(pOopMaIiHO-TeTIeKOMYHIKaIliiHi

cucremMu, iH(opMariiiHi pecypcu Ta TEXHOJIOTIi;
TEXHOJIOTi1 3a0e3reueHHss Oe3neku iHdopmarlii;
npolecH ympaBiiHHSA  iH(poOpMaliifHO  Ta/abo
Ki0epOe3nexkor 00’ €KTiB, IO MiUISTAl0Th 3aXUCTY
Ljini napuaHHsA: migroroBka (axiBiiB, 3AATHUX
BUKOPHCTOBYBATH 1 BIPOBAXKYBaTH TEXHOJIOTII Ta
3acTocoByBaTd 3acobu iH(popmamiiiHoi Ta/abo
KibepOe3neKu.

Teopernunuii 3micT mnpeaMeTrHoi  00JacTi.
3HaHHA: 3aKOHOAABYOi, HOPMATUBHO-TIPABOBOL
0a3u YKpaiHu Ta BUMOT BiIOBITHUX MIKHAPOIHUX
CTaHIApTIB 1 TMPaKTUK I[IOAO0  3AiHCHEHHS
npodeciiHol NISAIBHOCTI; MPUHLMIIB CYIPOBOIY
CHUCTEM Ta KOMIUIEKCIB iH(opmauiiiHoi Ta/abo
kibepOe3neku; Teopii, Mojened Ta MNPUHIUIIB
yIpaBJIiHHA  JIOCTymoM  JI0  iH(popMaliifHuX
pecypcis; Teopii CUCTEM YIpaBIIHHS
iHpopManiiiHOIO Ta/ab0 KiGepOe3neKkor; MEeTOJliB
Ta  3aco0IB  BUSBJIEHHS,  YIpaBIIHHA  Ta
imeHTHdiKalii pU3MKIB; METOHIB Ta 3aco0iB
OIIIHIOBaHHSI Ta 3a0e3MeyeHHs] HEOOX1AHOTO PIBHS
3axMIIeHOoCTl 1H(popMallii; MeToAiB Ta 3aco0iB
TEXHIYHOTO Ta  KpPUOTOrpaiyHOro  3aXHCTy
iHpopMarii; Cy4JacHHUX iHpopMaLiiHo-
KOMYHIKaI[IHHUX TEXHOJIOT1H; Cy4acCHOTO
MIPOrpaMHO-arapaTHoOro 3a0e3neueHHs
1H(OopMaIIHHO-KOMYHIKAIITHIX TEXHOJIOT1H;
aBTOMAaTH30BAHUX CUCTEM IMPOEKTYBAHHS.

3.2.

OpienTanis ocBITHBO-TIPOdeciiHOl
porpamMu

[Iporpama Mae OCBITHBO-TIpOGECIHHY OpPIEHTAIIIIO
Ha 3700yTTS CTyJEHTaMU 3HaHb, yMiHb, HABUYOK
Ta I1HIIMX KOMIIETEHTHOCTEH [JIi  YCHINIHOTO
3iHCHEeHHs IpodeciiHol MisIbHOCTI; 0a3yeThCcsl Ha
3aralbHOBIIOMMX y  Trany3l  iH(OpMauiiHUX
TEXHOJIOT11 HAYKOBHX PE3yJIbTaTax, Y paMKax SKHX
MOXJIMBa Tmojaibina mpodeciiiHa Kap’epa 1
MOJJJIbIIIe HAaBYAHHSI.

3.3.

OcHoBHU (OKYC OCBITHBO-
npodeciitHoil mporpamMu

3aragpHa  BUIA OCBiTa B Taly3l 3HaHb
«ladpopmaniiiHi  TeXHONOTI» 3  HOIVIMOJIECHOIO
CIIeIIaIi30BaHOI0 IMATOTOBKOIO B cdepi Oe3mexku
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iHpOopMaLiifHUX 1 KOMYHIKAI[IHHIX CHCTEM.
KinrodoBi cmoBa: kibepOesrneka, 1H(GpOpMAIiiHO-
KOMYHIKAI[iiHI ~ MEpexi, MpOorpaMHO-arnapaTHe
3a0e31eueHHs, MPOEKTYBAHHS CUCTEM OE3MEeKU

3.4.

Oco0aMBOCTI OCBITHBO-
npodeciiiHoi mporpamu

[Iporpama mnepembavyae MmATOTOBKY 3100yBadiB
BUIIO1 OCBITH 111010 3HAHHS:

— 3aKOHOJAaB40i, HOPMAaTHUBHO-TIPaBOBOi  0a3u
VYkpaiHM Ta BUMOT BIAMOBIIHMX MIDKHApPOJIHHUX
CTaHIApPTIB 1 TPaKTUK IIOAO0  3AIHCHCHHS
npodeciiiHol AisUTbHOCTI,

— TPUHIUIIB CYNPOBOAY CUCTEM Ta KOMIUICKCIB
iHdopmartiiiHoi Ta/abo KibepOe3neKu;

— Teopil, Monmened Ta TPHUHLMUIIB YIPaBIiHHA
JOCTYIOM 70 iH(OpMaLiiHUX PecypciB;

— Teopil cucTeM ympaBliHHSA —iH(OPMAIIHOIO
Ta/ab0 KibepOe3neKor;

— MeTOAIB 1 3aco0iB BUSBJICHHS, YIPABIIHHA Ta
ineHTuiKaIii pu3uKiB;

— METO/IB 1 3aC00IB OI[IHIOBAaHHS Ta 3a0e3IMeueHHs
HEOOXI1THOTO PIBHA 3aXUIIEHOCTI 1H(OpMaIlii;

—  METOJIB 1 3aco0i1B TEXHIYHOIO Ta
KpunrorpadiyHoro 3axucty iHpopmariii;

— CYYacCHHUX 1H(pOopMaLIiHO-KOMYHIKaLlIHHUX
TEXHOJIOT1H;
— CYYacHOTO IPOTPaMHO-aINapaTHOTO
3a0e3neueHHs 1HpopMaLiHHO-KOMYHIKaLIHHIX
TEXHOJIOT1H;

— aBTOMAaTH30BAHUX CHUCTEM IMPOEKTYBAHHS.
BpaxyBaHHs BUMOT HalllOHAJILHUX POOOTO/ABIIIB,
MDKHApOJAHMX CTaHJapTiB iHPoOpMaIliiiHOI Oe3neku,
TeHeHLiH po3BuTKy IT - ramysi.

OpieHTalisg Ha MATOTOBKY (paxiBIs 3 OTY>KHOIO
TEOPETUYHOIO Ta MPAKTUYHOIO 0a3010, 110 3aTHUN
aJanTyBaTHUCS J0 3MIH TEXHOJIOTIHN.

Po3nin 4. IlpuaaTHicTh BULYCKHUKIB 10

NMpaleBJANITYBAHHA TAa NOJAIBINOI0 HABYAHHSA

4.1.

[TpunaTHICTh 10 MpaleBIallTyBaHH

[Ipodeciitna aisnbHICTE B Taimy3i iHpopManiiHOL
Ta/ab0 kiOepOe3rnekn B yCTaHOBAX Ta OpTaHi3allisx
pi3HUX (HOpM BIIACHOCTI.

4.2.

IMonaneine HaBYaHHA

Mo:IMBICTH HABYAHHS 32 MPOTPAMOI0
Jpyroro (MaricTepchbKoro) piBHs BUIIOI OCBITH.
HabyrTs nogatkoBux kBaiikaiii B cucTeMi
MICIISIAAIUIOMHOT OCBITH.

Po3aia 5. Bukiaaganus Ta OMiHIOBAHHSA

5.1.

Bukiiananns ta

HaBYaHHS (METOJIH, METOMKH,
TEXHOJIOT11, IHCTPYMEHTH Ta
oOnaiHaHHS)

MeToau, METOAUKHU Ta TEXHOJIOTII:

MeTtonu, MeTOANKY, iHPOpMaIIITHO-KOMYyHIKaI[iHH1
TEXHOJIOT11 Ta 1HIII TeXHOJOTr1] iHpOopMaIiitHOI Ta
/abo kibepOe3IeK.

[HCTpyMEHTH Ta 00IaIHAHHS:

-CUCTEMH PO3pOOKH, 3a0€31eUCHHSsI, MOHITOPHHTY
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Ta KOHTPOJIIO Mpo1ieciB iH(opMalliitHoi Ta /abo
KibepOe3IeKu;

- CyyacHe porpamMHoO-anaparHe 3a0e3rneyeHHs
iH(OopMaIiHHO-KOMYHIKAIIIHHUX TEXHOJIOT1H.
CTyneHTOIICHTPOBaHEe HaBYAHHS, CAMOHABYAHHSI,
poOJIEMHO-OpiEHTOBAHE HaBYaHHS,
IHIVBIYaTbHO-TBOPYHMMA MiAXiJ; HaBUaHHS 4epes
JIeKIIii, JJabopaTopHi poOOTH, CeMiHApH, MTPaKTUYHI
3aHITTS, TMPOEKTHY  poOOTYy B KOMaHAaXx,
BUPOOHUYY, TEXHOJOTIYHY Ta MEPEATUIUIOMHY
NpakTUKA  HAa  MIANPUEMCTBAX,  IMIATOTOBKA
KBaiiKaiitHoi poOOTH.

5.2.

O1iHIOBaHHSA

HakonuuyBanbHa 0aabHO-pEMTUHIOBA CUCTEMA, 1110
nependavae OIIHIOBaHHS CTYACHTIB 3a yCl BUAH
ayIUTOPHOI Ta  I103aayAUTOPHOI  HABYAIBHOIL
TISIIBHOCTI, CrpsMOBaHi1 Ha OTIaHYBaHHS
HAaBYaJIbHOTO HaBaHTA)KECHHS 3 OCBITHBLOI
nporpaMu: MOTOYHUN, MOIYJIBHHUH, MiJCyMKOBHIA
KOHTPOJIb,  €K3aMCHW,  3allikk, [pe3eHTaIlii,
mudepeHLiioBaHuil  3allik 3 MPaKTUK, KypcoBa
pobora, kBari¢ikaniiiHa podora 6akagaBpa

Po3aia 6. Ilpor

aMHI KOMIIETEeHTHOCTI

6.1.

InTerpanpHi
KOMIIETEHTHOCTI

31aTHICT PO3B’SI3yBaTH CKJIAJHI CHeliandi30BaHi
3aja4l  Ta OpaKTHUYHI mpoOiemMu y  ramysi
3abe3neueHHs iHpopmaniiHoi Oe3meku Ta/abo
KkibepOe3nexu, 10 XapaKTepU3y€EThCS
KOMIIJIEKCHICTIO Ta HEMTOBHOIO BU3HAUEHICTIO YMOB.

6.2.

3aranpHi
koMrieTeHTHOCTI (3K)

3K1. 3parHicTh  3acCTOCOBYBaTH  3HaHHSI Yy
NPaKTUYHUX CUTYaIisX.

3K2. 3naHHs Ta po3yMiHHS MPEAMETHOI 00J1acTi Ta
pPO3yMiHHA Ipodecii.

3K3. 3partHicth  mpodeciiHO  CHUIKyBaTHUCA
JIepKaBHOIO Ta 1HO3€MHOI0 MOBAaMH SIK YCHO, TakK 1
MUCHMOBO.

3K4. BMiHHA BUSIBIATH, CTaBUTH Ta BHpIIIyBaTH
npobsieMu 3a mpoheCitHUM CIPSIMYBaHHSIM.

3K5. 3parnicth 10 TmOWIYyKY, OOpoOJeHHS Ta
aHami3y iHdopmariii.

3K6. 3patHicTe peamizyBaTh CcBOi mpaBa 1
000B’SI3KM SIK WJIeHA CYCHUIbCTBA, YCBITOMIIIOBATH
IIHHOCTI TPOMaJITHCHKOTO (BLIBHOTO
JEMOKPATUYHOT0) CYCHIIBLCTBA Ta HEOOXITHICTH
HOro cTasioro po3BUTKY, BEPXOBEHCTBA MpaBa, MpaB
1 cBOOO/T JTFOIMHY 1 TPOMAJITHHHA B YKpaiHi.

3K7. 3partmicte 30epiraTu Ta NPUMHOXYBAaTH
MOpaJIbHI,  KYJbTYPHI, HAyKOBi I[IHHOCTI 1
JIOCSTHEHHSI CYCIIbCTBA HA OCHOBI PO3YMIHHS
1CTOpIi Ta 3aKOHOMIPHOCTEH PO3BUTKY MPEIMETHOI
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obmacri, ii micus y 3arajipHiii cCHCTeMi 3HaHBb PO
HPUPOJTY 1 CYCIIIJIBCTBO Ta Y PO3BHUTKY CYCIIBCTBA,
TEXHIKM 1 TEXHOJIOTil, BHKOPUCTOBYBAaTH Pi3Hi
BUAM Ta (OopMH PpPyXOBOi aKTHBHOCTI  JUIs
aKTUBHOTO BIAMOYMHKY Ta BEACHHSA 3I0POBOTO
CIoCco0Y JKUTTS.

3K8. 3gaTHicTh BUSBIATH CyCHIbHO 3HaUUMIi [T

- moTpedu A X MOJAIBIIOrO 33/I0BOJICHHS Yepes3
CTBOPEHHS Ta BIIPOBAKEHHS Cy4aCHUX METOJIB 1
Mozeneit indopmariitHoi 6e3mexn Ta/adbo
KibepOe3neKu.

6.3.

®axoBi komneTeHTHOCTI (PK)

OKI1. 3patHicTh 3aCTOCOBYBaTH 3aKOHOJABUY Ta
HOPMAaTUBHO-TIPABOBY 0a3y, a TaKOX JACpXkKaBHI Ta
MDKHApOJIHI BHUMOTH, NPAKTUKH 1 CTaHAApTH 3
METOI 3JiHCHEHHS TmpodeciiHol ISUTBHOCTI B
ranysi iHpopMaliiHo1 Ta/abo KibepOe3neKu.

®K2. 3gaTHICTh 10 BUKOPUCTAHHS iH(OPMAIIHO-
KOMYHIKAI[ITHUX TEXHOJIOT1i, Cy4YacCHUX METOJIB 1
mojneneii  iHdopmamiitnoi  Oesmeku  Ta/abo
KibepOe3neKu.

@®K3. 3naTHiCTh 10 BUKOPHCTAHHS MPOTPaMHUX Ta
IPOrpamMHO-anapaTHUX KOMILJIEKCIB 3ac00iB
3aXUCTY iHpopmarii B 1H(popMaLiiiHO-
TEJIeKOMYHIKaliHHUX (aBTOMaTH30BaHUX)
cucTeMax.

O®K4. 3patHicTh 3a0e3leyyBaTH HEMEPEPBHICTH
0i3Hecy 3TiHO BCTaHOBIIEHOT MOJIITUKH
1H(popMmariiiHoT Ta/ab0 KibepOe3neKy.

DKS5. 31aTHICTD 3a0e3neuyBaTu 3aXUCT
iH(popmarii, mo oOpobiserses B 1H(OpMaLIHHO-
TEJIeKOMYHIKaliHHUX (aBTOMaTH30BaHUX)
CUCTEMax 3 METOI peai3alii BCTaHOBIJICHOI
HOJITUKH 1H(OpMaIliifiHOT Ta/abo KiGepOe3neKHu.
DKE6. 31aTHICTD BITHOBJIFOBATH IITaTHE
¢GyHKIIOHYBaHHS 1H(pOpMaLiiHuX, iH(pOpMaliiHO-
TEJIEKOMYHIKalIHHUX (aBTOMAaTU30BAHUX) CHUCTEM
micng peanizaunii 3arpos, 3AiMCHEHHsS KibepaTtak,
300iB Ta BIJIMOB PI3HUX KJIACIB Ta MOXO/XKEHHS.
@®K?7. 3naTHiCTh BIPOBAKYBATH Ta 3a0e3MeuyBaTu
(YHKIIOHYBaHHS KOMIUIEKCHUX CHCTEM 3aXHUCTy
iHpopmanii (KOMIUIEKCH HOPMaTHBHO-TIPaBOBHUX,
OpraHi3arifHuX Ta TEXHIYHUX 3acO0iB 1 METOIB,
MpoLeayp, MPaKTUIHUX TPUMOMIB Ta 1H.)

DKS8 31aTHICTh 3I1MCHIOBATH NpoueypHu
yIpaBIiHHS IHIIUJACHTaMH, MIPOBOJUTH
po3ciiayBaHHs, HaaBaTH M OIIHKY.

@®K9.  3partHicte  3ailicHIOBaTH  Ipodeciiny
TISTBHICTD HAa OCHOBI BIPOBAKEHOI CHUCTEMU
yIpaBJIiHHS iH(popMaliiHOI0 Ta/abo
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KibepOe3mneKoro.

DK10. 3MaTHICTh 3acCTOCOBYBAaTH METOAM Ta
3aco0m KpUNTOrpadiyHOro Ta TEXHIYHOTO 3aXUCTY
iHdopmarrii Ha 00’exTax iH(opMmariiHoi
JUSIIBHOCTI.

®OKI11. 3marHiCT  BUKOHYBAaTH  MOHITOPHUHT
mporeciB  (QyHKIIOHYBaHHA  iH(OpMAIiifHUX,
iH(OopMaIiHHO-TEIEKOMYHIKaIlIHHIX
(aBTOMAaTHU30BaHUX) CUCTEM 3TiJTHO BCTaHOBIEHOI
NOJITHKH iH(OpMaIliifHOT Ta/abo KibepOe3neKH.
O®K12. 3paTHicTh aHami3yBaTH, BHUABIATH Ta
OLIIHIOBATH MOJJIMBI 3arpo3M, Ypas3JMBOCTI Ta
nectalinizyrodi YUHHUKA iH(hopMaLiiHOMY
npocTtopy Ta iH(OpMAIiifHUM pecypcaM 3TiTHO 3
BCTAHOBJICHOIO TIOJIITUKOK iH(opMarliiiHoi Ta/abo
KiOepOe3neKH.

®K13. 3gaTHICTh OIliHIOBAaTH Ta BU3HAYATH (i3uyH1
NPOIECH, SKi BHCBITIIIOIOTh XapaKTEPUCTHKH Ta
napameTpu HaMiBIPOBIIHUKOBUX AKTUBHHUX
€JIEMEHTIB, a TAaKOX NPOBOJUTH JIHIAHWIA Ta
HEJTIHIHHUNA aHaJI3 EICKTPUIHHIX CXEM,
CXEMOTEXHIKH PI3SHOMAHITHUX TMIJICUIIOBAIBHUX
KackaiB,  ONepaliiHuX  MiACWIIOBAYiB  Ta
€JIEMEHTIB JIOTIKH.

®K14. 3paTHiCTh 3aCTOCOBYBaTH TEOPETHYHI
3HaHHS Ta TMPaKTU4YHI HABUYKU 13 TOOYIOBH,
KEpyBaHHs, MOJEpHi3allii, MOHITOPUHTY Ta aHaNi3y
MPOAYKTUBHOCTI, JIIaTHOCTUKUA Ta PO3B sS3aHHS
npodiem Cy4YaCHHMX iHpopMaLiiHuX 1
KOMYHIKAI[IHHUX CUCTEM Ta MEPEX.

@®K15. 3paTHiCTh 3aCTOCOBYBaTH  TEOPETHYHI
3HaHHA Ta NPAaKTHUYHI HAaBUYKM 3 OpraHizauii Ta
(YHKIIIOHYBaHHS Cy4aCHHUX OIEpaLiiHUX CHUCTEM,
YMIHHS 31 CTBOPEHHS Ta  BUKOPUCTaHHS
€(EeKTUBHOTO MPOrpaMHOro 3a0e3MedyeHHs Ui
KepyBaHHS  OOYHMCIIOBATBHUMH  pecypcaMH B
6araTOKOpUCTYBAIbHUIIBKUX ornepaniiHux
crcTeMax.

Po3nin 7. IlporpamHi pe3yibTaT HAaBYaHHS

7.1.

[Iporpamui pe3ynbTaTii HABYAHHS

I[IPH1. 3actocoByBaTu 3HaHHA JAEpXkaBHOI Ta
1HO3€eMHUX MOB 3  METOI0  3a0e3Me4eHHs
epeKTUBHOCTI NMpodeciitHOT KOMYHIKaIIii.

[TPH2. OpranizoByBaTH BiacHy npodeciiiny
TISTBHICTh, OOWpaTH ONTHUMalbHI METOAW Ta
crioco0u pO3B'A3yBaHHs CKJIaTHUX
CreIiagi30BaHuX 3a/1a4 Ta MPAKTUYHUX MPOOJIeM y
npodeciiiHiii  AiSUTBHOCTi,  OILIHIOBAaTH  iXHIO
€()EeKTUBHICTD.

I1PH3. BukopucroBysaru pe3yJbTaTu
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CaMOCTIMHOTO TOIIYKy, aHali3y Ta CHHTE3y
iHopmarii 3 pi3HUX Keped A €PEKTHUBHOTO
pilleHHs creuiamxi3oBaHUX 3agad  mpodeciiHol
TISUTBHOCTI.

[IPH4. AmnanizyBatu, apryMeHTYBaTH, NpHUAMaTH
pileHHs npu PO3B'sI3aHHI CKJIQJTHUX
CHeIiali30BaHMX 3a7a4 Ta MPAaKTHYHUX MPOOJIEM y
npodeciiiHiii  AISUTBHOCTI, SKI XapaKTEePU3YIOThCS
KOMIUICKCHICTIO Ta HEMOBHOIO BH3HAYCHICTIO YMOB,
BIJIIIOBIIaTH 33 IPUUHSATI PIIICHHS.

[IPHS5. ApantyBatucs B yMOBax 4acToi 3MiHU
TEXHOJIOT1H npodeciiinoi JSUTBHOCTI,
IPOTHO3YBaTH KIHIIEBUIA pe3yJbTaT.

[IPH6. KpUTHYHO OCMUCIIOBATH OCHOBHI TEOPii,
OPUHIUNM, METOAM 1 HOHATTS y HaBYaHHI Ta
npodeciiHii AiSUTHOCTI.

T1PH7. JlisTH Ha OCHOBI 3aKOHOJABYOi Ta
HOPMAaTUBHO-TIPaBOBOi 0a3u VYKpaiHM Ta BHUMOT
BIANOBIAHUX  CTaHAApTiB, y TOMY  4YHCII
MDKHapOAHHX, y Tamy3i iHdopmanidHoi Ta/abo
KibepOe3neKu.

[IPH8. ToryBatu mnpomno3uilii 10 HOPMATHBHUX
aKTiB MOJ0 3abe3nedyeHHs iHGopMaliiHOI Ta/abo
KibepOe3neKu.

IIPHY. BnpoBamkyBaTu MpouecH, 1o 0a3yroTbCs
Ha HAI[IOHAJBHUX Ta MDKHAPOJHUX CTaHJapTax
BUSIBJICHHS 17€HTU(}IKaIIl, aHami3y Ta pearyBaHHs
Ha IHIUACHTU 1H(popMaLiiHOT Ta/abo
KibepOe3nexu.

[IPH10. BuxonyBaTu aHami3 Ta JAEKOMIIO3MIIIIO
1H(pOopMalifHO-TeIEKOMYHIKaLIHHIX CUCTEM.
[TPHI11. BuxkoHnyBaTu aHami3 3B'A3KIB MIX
iHhQopMaliHUMH  TIpoOIlecCaMH Ha  BiJAalleHUX
00YHCITIOBAJIbHUX CHCTEMAaX.

[IPH12. Po3pobnsT  Monemi  3arpo3  Ta
MOPYITHHKA.

I[IPH13. AmnamizyBaTH NpO€KTH iH(opMaliiiiHo-
TEJIEKOMYHIKallIHHUX  CHCTeM, O0a3ylo4yuch Ha
CTaHJAPTHU30BAHUX TEXHOJOTIAX Ta MPOTOKOJIAX
nepeaadi TaHuXx.

[IPH14. BupiuryBaTu 3aBJaHHs 3aXUCTY Iporpam
Ta iH(popmallii, o o6podseThes B 1HGOpMaILiifHO-
TEJIEKOMYHIKaIliIHHUX ~ CHUCTeMax,  MpOrpamHO-
amapaTHUMH  3aco0aMM Ta  JaBaTH  OIIHKY
PEe3yIbTATUBHOCTI SKOCTI IPUHHATHUX PIIIEHb.
ITPH15. BukopuctoByBaTH CydacHE MpPOTpPamMHO-
armaparHe 3a0e3neueHHs iH(pOopMaLiiHO-
KOMYHIKAI[IHHUX TEXHOJIOTIMH.

I[IPH16.  PeanizoByBaTH KOMIIJICKCHI CHCTEMH
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cucremax (AC)
BIJIOBIZHO 1O

3axucty  iHdopmamii B (aBTOMAaTH30BAaHHX)
opranizamii  (ATPUEMCTBA)
BUMOT HOPMAaTHBHO-IIPABOBHX

JIOKYMEHTIB.
[MPH17. 3abe3medyBatd TPOIECH 3aXUCTy Ta
(hyHKIITIOHYBaHHS iH(opmariiHo-

TEJIEKOMYHIKaIlIHHIX (aBTOMAaTH30BAHUX) CHCTEM
Ha OCHOBI MPAaKTUK, HABUYOK Ta 3HaHb LIOJ0
CTPYKTYPHUX (CTPYKTYpHO-JIOTIYHHX ) CXEM,
TOTOJIOTIi  MepexXi, Cy4aCHHX apXiTeKTyp Ta
MOJIeTIel 3aXHCTy €JIEKTPOHHHUX 1H(OpMaLIHHUX
pecypciB 3 BiJOOpaKEHHSM B3a€MO3B'S3KIB Ta
iHopMaIiHIX MOTOKIB, MPOIIECiB TUTSI
BHYTPIIIHIX 1 BiJIaJICHUX KOMIIOHEHT.

ITPH18. BukopuctoByBaTH mporpamHi - Ta
MpOrpamMHO-arnapaTHi KOMILJICKCH 3aXHCTy
iH(hOopMaLIHHUX peCypCiB.

I[TPH19. 3acrocoByBartu Teopii Ta METOIU 3aXHUCTY
Uil 3a0e3nedeHHs  Oe3neku  iHpopmamii B
iH(pOpMaIiifHO-TEIeKOMYHIKAIHHIX CHCTEMaX.
ITPH20. 3abe3neuyBatd  (PYHKIIOHYBaHHS
CHEIIaTFHOTO TMPOTrPaMHOTO 3a0e3MedeHHs 010
3axucTy iH(opMalii BiJl pyHHIBHMX HpPOTrpamMHUX
BIUIMBIB, pPYHHYIOUMX KOAIB B 1H(OpMaIiiiHO-
TEJIEKOMYHIKaIlIHHIX CHCTEMaX.

[IPH21. BupimyBatu 3agadi 3a0e3Me4YeHHsS Ta
CynpoBolly (B TOMY YHMCIi: OIJIsiI, TECTYBaHHS,
MII3BITHICTb) CHCTEMH YIPABIIHHSA JOCTYIIOM
3TiIHO  BCTAHOBJIEHOI  NOJITUKM  O€3leku B

1H(pOopMaLIHHUX Ta 1H(popMariiiHo-
TEJIeKOMYHIKalIHHUX (aBTOMaTH30BaHUX)
cucTeMax.

[IPH22.  BupimyBaTu  3ajadyy  YIOpPaBJIiHHA
nporeaypamMu  ieHTHdikamii, aBTeHTHU(IKAIT,
aBTOpM3alii  TpoleciB 1  KOPUCTYBadiB B
1H(pOopMaLIfHO-TETeKOMYHIKAIIITHIX cUCTEMAxX
3TiIHO BCTAHOBJIEHOI TMOJITUKM i1H(pOpMaliiHOi
1/ab0 k16epOe3neKu.

TIPH23. PeanizoByBatn 3axomud 3 TPOTHIIT
OTPHMaHHS  HECAHKI[IOHOBAHOTO  JOCTYIy [0
iHpopMaliiHUX ~ pecypciB 1 MpoleciB B

1H(hOopMaLIHHUX 1H(popMariiiHo-
TEJIEKOMYHIKaI[i THUX (aBTOMaTHU30BaHUX )
cHCTeMax.

[1PH24. BupimyBatu 3amady  ymnpaBiliHHS

JIOCTYIIOM 10 1H(QOpMaIiiHUX pecypciB  Ta
nporeciB  iHpopmMamiitHux Ta  iH(opMariiiHo-
TEJIEKOMYHIKAIITHIX (aBTOMATH30BaHUX )
cUCTeMaxX Ha OCHOBI MOJENeH  ympaBIiHHSA
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JOCTYTOM (MaHIaTHUX, TUCKPEIIMHUX, POJIbOBUX ).
[TPH25. 3abe3neuyBaTd BBEACHHS ITiA3BITHOCTI
CUCTEMH YNPAaBIIHHS JOCTYIIOM 0 EJICKTPOHHUX
iHpopmamiiHUX  pecypciB 1 mpomeciB B
iHpOopMaLiiHUX Ta iHpOopMaLiiHO-
TEJICKOMYHIKAIITHUX (aBTOMATH30BaHUX )
cHUCTeMaX BHMKOPHCTAaHHSIM J>KypHalliB peecTparii
mojiid, ix aHami3y Ta BCTAHOBJICHHUX MPOLEAYP
3axXHCTY.

[IPH26. BnpoBaaxyBaTH 3axo/1u Ta 3a0e3ne4yBaTi
peaitizallito MpoleciB MOMEepPeIKEHHsI OTPUMAHHS
HECAaHKIIIOHOBAHOTO JOCTYITy i 3axXHUCTy
iHpopMaIiiHuX, iHdopmariino-
TEJIEKOMYHIKaIliiHIX (aBTOMATH30BAHUX) CHUCTEM
Ha OCHOBI €TAJIOHHO1 MOJIENI B3aEMOJIIi BIIKPUTHX
CHCTEM.

[IPH27. BupimyBaTu 3amayi 3aXWUCTy IOTOKIB

naHux B iH(opmamiiinux,  iH(opmarmiitHo-
TEJIeKOMYHIKalIHHUX (aBTOMaTH30BaHUX )
cucTeMax.

[IPH28. AmnanizyBath Ta NpPOBOJUTU OIIHKY
e(eKTUBHOCTI Ta pIBHA 3aXUIIEHOCTI pecypciB
pi3HUX KJaciB B iH(opMaliiiHuX Ta iHPOpMaLiitHO-
TEJIEKOMYHIKaLIHHUX (aBTOMaTH30BaHUX)
cucTeMax y XO/i IPOBEIEeHHS BUNPOOYBaHb 3T1THO
BCTAHOBJICHOT TMOMITHKK 1H(poOpMaliiHoi Ta/abo
KiOepOe3nexu.

TIPH29. 3miiicHOBaTH OIIHIOBAHHS MOKJIMBOCTI
peanizallii MOTEHLIMHUX 3arpo3 iHQopmMarlii, 1o
00pobisieTbes B 1H(popMariiiHO-
TEJIEKOMYHIKAIlIHHUX CcHCTeMax, Ta e(EeKTUBHOCTI
BUKOPUCTaHHSI KOMIUIEKCIB 3aco0iB 3axUCTy B
yMOBax peajizallii 3arpo3 pi3HUX KJIaciB.

TIPH30. 3gaificHroBaTA OIIIHIOBAHHS MOKJIMBOCTI
HECAHKIIIOHOBAHOTO  JIOCTYIy  JI0  €JIEMEHTIB
1H(pOopMaLIHHO-TEIEKOMYHIKAIIIHHUX CHCTEM.
IIPH31. 3acrocoByBatu Teopii Ta METOJIU 3aXUCTY
IS 3a0e3MeueHHs Oe3neku €JIEMEHTIB
iH(pOpMaliHO-TEIEKOMYHIKALIHHIX CHCTEM.
[TPH32. BupimyBatu  3amaul  ynpaBIiHHSA
porecaMu BiJTHOBJICHHS IITaTHOTO
(yHKIIIOHYBaHHS iH(popMariiHO-
TEJIEKOMYHIKAIlIHHUX CHCTEM 3 BHKOPHCTAHHIM
MpoIeyp pe3epBYBaHHS 3TiHO BCTAaHOBJICHOI
MOJIITHUKY O€3MeKH.

ITPH33. BupimyBatn 3amadi  3a0e3neueHHs
Oe3mnepepBHOCTI Oi3HEC-TIPOIIECIB OpraHizamii Ha
OCHOBI T€Opli PU3HKIB.

[1PH34. bpatu ywacte y po3poOieHHI Ta
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BIIPOBA/KEHH1 cTpaterii iHdopmaliifHoi Oe3nexu
Ta/abo KkiOepOe3neKu BIAMOBIAHO [0 IJIeH 1
3aBJlaHb OpraHi3arfii.

I[TPH35. BupimyBatu 3amadi 3a0e3MeUeHHS Ta
CYIPOBOJy  KOMIUIEKCHUX  CHCTEM  3aXHCTY
iHdopmMartii, a TaKoK MPOTHI1T HECAHKIIIOHOBAHOMY
JOCTYIy 0 iH(POPMAIIHHUX pecypciB 1 MPOIIECIB B
iHopMaIifHIX Ta iH(dopmarriino-
TEJICKOMYHIKaIlIHHUX (aBTOMaTH30BaHUX )
CHUCTeMax  3TiIHO  BCTAHOBJICHOI  IOJITHKH
iHdopmartiiiHoi i/a00 KibepOe3neKH.

[TPH36. BusiBiatn  HeOe3rme4yHi  CUTHAIU
TEXHIYHHUX 3aCO0iB.

[IPH37. BumiproBatu mapamerpu HeOE3NEYHUX Ta
3aBaJIOBUX CHUTHANIB MiJ 4Yac 1HCTPYMEHTAJIbHOTO
KOHTPOJIFO B IIpoleci 3axucry iHpopMmarlii Ta
BU3HAYaTH €(PEKTUBHICTh 3aXUCTy iH(opMarii Bif
BUTOKY TEXHIYHHMH KaHAJIaMH BIAMOBITHO [0
BUMOT  HOPMATHBHHX  JIOKYMEHTIB  CHCTEMH
TEXHIYHOTO 3aXHCTy iHpOpMaIii.

[IPH38. IntepnperyBatu pe3ynbTaTH NPOBEIACHHS
CHEIlaJIbHUX  BHUMIPIOBaHb 3  BHUKOPHCTAHHSM
TEXHIYHUX 3ac00iB, KOHTPOJIIO XapaKTEPUCTHK
1H(pOopMaLIHHO-TETEKOMYHIKAIIITHIX CUCTEM
BIJMOBIZIHO /0 BUMOT HOPMATHBHHUX JTOKYMEHTIB
CUCTEMHM TE€XHIYHOTO 3aXUCTy 1HQOpMaIlii.

[TPH39. IIpoBoauTu arectarito (CIHpaOYUCh Ha
00JIIK Ta 0OCTEKEHHS) PEKUMHUX TEPUTOPi (30H),
NPUMIIIEHb TOIIO B YMOBAaxX JOJEPKAHHS PEKUMY
CEeKpPETHOCTI 13 (IKCYBaHHAM pe3yibTaTiB Yy
BIJIMOBIIHUX TOKYMEHTaX.

[IPH40. IntepnperyBatu pe3yiabTaTH HPOBEICHHS
CHeIlaIbHUX  BHUMIPIOBaHb 3  BHUKOPUCTAHHSM
TEXHIYHUX 3aCc001B, KOHTPOJ0 xapakTtepucTuk [TC
BIJIMOBIHO /10 BUMOT HOPMATHBHHUX JIOKYMEHTIB
CUCTEMH TEXHIYHOTO 3aXMCTy 1HpOpMaIlii.

[TPH41. 3abe3meuyBaTu HENMEPEPBHICTH IMPOIIECY
BEJICHHS KYpHAaJIIB peecTpallii Mol Ta IHIUACHTIB
Ha OCHOBI aBTOMAaTHU30BaHUX MPOIETYP.

[IPH42. BnpoBamxyBaTh MpOLIECH BUSABICHHSA,
imeHTudikamii, aHamizy Ta pearyBaHHi Ha
IHIUaeHTH 1H(OopMaIliiHo1 1/a60 KibepOe3neKku.
TIPHA43. 3acToCOBYBaTHM  HAIllOHAIBbHI  Ta
MDKHapoAHI  peryirpompdi  akth B cdepi
iHpopMmaiiiHoi Oe3neku Ta/abo KibepOe3meku Ta
pO3CHiyBaHHs 1HIIUEHTIB.

[IPH44. BupimyBatu 3amaui  3a0e3neueHHS
Oe3repepBHOCTI Oi3HEC-TPOIECiB opraHizamii Ha
OCHOBI Teopii PU3HKIB Ta BCTAHOBJICHOI CHUCTEMH
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yIpaBIiHHSA 1HPOPMALIHHOIO Oe3MeKo0, 3TiHO 3
BITYM3HIHMMH Ta MDKHApOAHUMH BUMOTaMH Ta
CTaHJapTaMH.

I[TPH45.  3acTtocoByBaTH pi3HI KJIacH IOJITHK
iHpopMmaiiiHoi O6e3meku Ta/abo KibepOe3mekH, 1o
0a3ylOTbCSl Ha PU3HK - OPIEHTOBAHOMY KOHTPOJIIO
JOCTYIy 710 iH(pOpMAaIiifHUX aKTUBIB.

[IPH46. 3nmiificHroBaTtd aHami3 Ta MiHIMI3aLiio
pu3uKkiB 00poOku iHpopmanii B iHPOpMaLiiHO-
TEJICKOMYHIKALlIMHAX CHCTEMaX.

[IPH47. BupimryBartu 3anadi 3axucty iHopmariiii,
1o 00pobnseThCS B iH(pOopMariiiHo-
TENICKOMYHIKAI[IHHUX CHUCTEMax 3 BHKOPHUCTaHHSIM
Cy4acHHUX METOMIB Ta 3ac0o0iB KpHUHITOTpadiuHOro
3axucTy iHdopmarii.

[IPH48. BukoHyBaTy BIIPOBAKEHHS Ta MIATPUMKY
CHCTEM BUSBJICHHS BTOPTHEHb Ta BUKOPUCTOBYBAaTH
KOMIIOHEHTH KpHUNTOTpaiuHOrO 3axucTy I
3a0e3neYeHHs] HEOOX1JIHOTO PIBHSA 3aXHIIEHOCTI
iHpopmamii B iHQOpMAaIiiTHO-TETEKOMYHIKAIIHHNX

cHCTeMax.
[TPHA49. 3abe3neuyBaT HaJeXKHE
(GyHKII10HYBaHHS CUCTEMHU MOHITOPUHTY

iHpopMaLIHHUX  pecypciB 1  TpolLeciB B
iH(pOopMaliifHO-TeIeKOMYHIKaLIHHUX cHCTeMaXx.

[TPHS50. 3a0e3neuyBatd  (DYHKLIOHYBAHHS
MIPOrpaMHUX Ta NMPOrpaMHO-aapaTHUX KOMIUIEKCIB
BUSIBJICHHST BTOPTHEHb PI3HUX pIBHIB Ta KIJAcCIB

(CTaTUCTUYHHX, CUTHATypHUX,  CTaTUCTUYHO-
CUTHATYpPHUX).

TIPHS1. [TinTpuMyBaTH Tpane3naTHICT Ta
3a0e3neuyBaru KOH(DIrypyBaHHs CUCTEM

BUSIBJICHHS BTOPTHEHb B iHpopMaLiiHO-
TEJIEKOMYHIKAIITHUX CHCTEMaX.

[IPH52. BuxopHCcTOBYBaTH iHCTpYMEHTapiil s
MOHITOPUHTY  TpoleciB B  1H(opmaliiiHo-
TEJIEKOMYHIKaIlIHHIX CHCTEMaX.

[TPHS3. BupimryBaTtu 3aa4i aHajizy mporpaMmHOTO
KOJy Ha HasIBHICTh MOYJIMBHX 3arpo3.

TIPH54. VY cBigoMITroBaTH IIIHHOCTI
TPOMAJASIHCBKOTO  (BITBHOTO  JE€MOKPATUYHOIO)
CyCIUUIbCTBA Ta HEOOXITHICTH HOro  CTajoro
pPO3BUTKY, BEpPXOBEHCTBA IpaBa, MpaB 1 CBOOOJ
JIIOJTMHY 1 TPOMAJISTHUHA B YKpaiHi.

ITPHSS5. 3aiticHroBaTH BUOIp 1 OIIHIOBAHHS CHCTEM
repeaadi JaHuX 1 MPOTOKOJIB, BU3HAYATH OCHOBHI
nmapaMeTpu KaHally 3B’S3Ky JUIS  TOJANBIIOT
nepeaadi iHpopmarrii.

I[TPH56. 3paTHICTP JEMOHCTpYBAaTH 3HAHHS Ta
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CremianpHicTh 125 Kibepbesneka
Iamy3b 3HaHE 12 [HQOpMAaIiitHi TexHOTOTIT crop. 15326
PiBenp Bumoi ocBiTH - epmuii (6akaIaBpChKUiA)

PO3yMiHHSI OCHOB KOMIT IOTEPHOI CXEMOTEXHIKH Ta
ONMCYBAaTH B 3arajbHUX MOHATTAX 1 TepMiHAX
XapaKTePUCTHKH, MapaMmeTpu, (pi3uuHi NPUHLIUIH
noOyJI0BM Ta JIOTIYHI OCHOBHM (DYHKITIOHYBAaHHS
uuppoBUX €JIEMEHTIB; HOMEHKJIATypy i
(yHKIIIOHAIbHE ~ TPU3HAYEHHS  IHTErpajJbHUX
MIKpPOCXEM; THIIOBI CXeMH (PyHKI[IOHAIBHUX BY3JIiB
KOMIT FOTEPIB; METOAMKY X aHali3y Ta pO3paxyHKy
3 BHUKOPDHCTAaHHSIM TMaKeTiB MpPOrpaM CUCTEM
aBTOMATH30BAaHOTO MTPOEKTYBAHHS.

[IPHS57. 3paTHICT AEMOHCTPYBAaTH 3HAHHS Ta
pPO3YMiHHS  OCHOB MOOYIOBH  KOMII FOTEPHHX
CUCTeM 3axMcCTy iHQopMalii Ta ONUCYBaTH B
3arajibHUX TOHATTAX 1 TEpPMiHAX apXiTEKTYpY,
XapaKTEePUCTUKH Ta MPUHLIMIN 1X Aii.

[IPH58. 3paTHicTh JEMOHCTPYBAaTH 3HAaHHS Ta
PO3YMIHHSI OCHOB 1TOOYJOBH KOMIT FOTEPHUX MEPEX
Ta ONMHCYBATH B 3arajlbHUX IOHATTAX 1 TEpPMiHAX
OPUHIUIM Ta METOOU OpraHizaulii MepexkeBUX
KOMYHIKaIliii; apxXiTekrypy Ta (yHKI[IOHyBaHHS
JIOKAJILHHX, KOMOIHOBaHHMX 1 rIo0albHUX
KOMI'IOTEPHUX  MEPEXK; CHCTEMY MEpEeKEBHUX
CTaHJApTIB, CHocoOM ajapecalii Ta MPOTOKOIH
Mapuipyrusauii; iHTepdeicu Ta MEeTOAu IOCTYIy
70 TepeAaBaJbHOIO CEpellOBHINA; TEXHOJOTI0
ABTOMATH30BAaHOTO TIPOEKTYBAHHS KOMITIOTEPHUX

MEPEK.
[IPHS59. 3paTtHicTh AEMOHCTpYBaTH 3HAHHS Ta
PO3YMIHHS CHUCTEMHOT'O IIpOrpaMyBaHHS,

pO3pOOISITH  CHCTEMHI  MPOTpamMH, AJITOPHTMHU
00poOKM pI3HHX THIIIB JaHUX Ta TECTyBaHHSA
MPOTPaMHOTO 3a0€3MEUCHHS.

[TPH60. 3paTtHicTh AEMOHCTpYBAaTH 3HAHHS Ta

PO3yMIHHSA TEXHOJIOT1H MIPOEKTYBaHHS
KOMIT'IOTEPHUX CHUCTEM 3axucTy iHopmamii Ta
BUKOHYBATH CHCTEMHE, omeparriitie,

(YHKIIOHAJIbHO-JIOTIYHE 1 TEXHIYHE MPOEKTYBAHHS
KOMIT' IOTEPHAX  TPUCTPOIB,  BUKOPHUCTOBYIOUH
CyYacHi 3acO0M aBTOMAaTH30BAaHOT'O POEKTYBaHHSL.

Po3zia 8. PecypcHe 3a0e3neuyeHns peasisailii nporpamu

Kanpose 3a0e3neueHHs [ItaTHI HAyKOBO-TI€JAarOT14HI MPAIiBHUKH, K1
3ay4eHi 10 peanizaiii ocBiTHROI ckiagoBoi OIII,
BIAMOBIAHO [0 JINEH3IMHMX BHMOI  MAalOTh

8.1. HayKOBHI CTymiHb Ta/ab0 BueHE 3BaHHS, €
NPOBIAHUMHU (PaxiBIsIMH y Taly3i KibepOes3mekH, a
TaKO)X MarOTh HEOOXIHMM CTaX HAyKOBOI Ta
MearoriyHoi poOoTH.

82, MarepianbHO-TeXHIYHE Binmosizae TEXHOIOTTYHUM BUMOTaM {00

3a0e3neYeHHS MaTepiaJbHO-TEXHIYHOTO 3a0€3MEUYCHHS OCBITHROT
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TiSUTBHOCTI y cepi BUILOT OCBITH 3TiTHO 3 IIIOUYUM
3aKOHOJIAaBCTBOM Y KpaiHu. MaTepiallbHO-TEXHIYHE
3a0e3meueHHsT  COpsMOBaHE Ha  eeKTUBHE
3aCBOEHHS CTY/ICHTAMH TEOPETUYHOTO MaTepiany
Ta HAOYTTS HUMHU aKTyaJbHUX MPAKTHIHUX
HaBMYOK.  Jlm  1bOr0o  BUKOPUCTOBYIOTHCS:
MYJIbTUMEIIHI JIEKIIHI ayauTopii,
crieriagizoBadi Kjlacu Ta Jiaboparopii HaBYAJIbHO-
nabopaTopHOro KoMIuiekey kadenpu. Hapuanbho-
nabopaTOpHUM KOMIUIEKC Kadeapu 3a CBOEIO
CTPYKTYpOIO, OOJIaJHAHHSAM 1 MNPHU3HAYCHHAM
iMiTye peampHe cepenoBume 1 mpomecu IT-
HIiANPHEMCTB, 110 aTMOC(HEPHO CIPHUSE BUCOKOMY
piBHIO HiATOTOBIICHOCTI BUITYCKHUKA 10
NPaKTUYHOI  JismbHOCTI. HasBHICT,  BiIBHOTO
JOCTYIy JI0 PEeCypCiB TIOOATBHHX 1 JIOKATBHHUX
KOMIT' IOTEPHUX Mepex 3a0e3redye MOXKIIMBICTD
NPOBENEHHS YCiX BUAIB 3aHATh B €IUHOMY
IporpaMHOMY Ta 1HPOPMAI[IHHOMY CEpeOBHIII.
HaBuanbpHO-1ab0paTopHUil  KOMILIEKC — Kadeapu
CIIpUsiE€ BIPOBA/DKCHHIO MPOEKTHOTO MIIXOAY Y
HaBYaHHI.

8.3

[ndopmariiine Ta HaBYaJIbHO-
METOJINYHE
3a0e3neueHHs

[ndopmariiitHe 3a0e3neueHHs] TPOrpaMu BKIIFOUAE
3arajibHUM (OH HaBYATIBHOI Ta HAYKOBO-TEXHIYHOT
JiTepaTypH, HaBUaIbHI MIPYYHUKHU 1 TOCIOHUKH

3a HaNpsIMKOM HiATOTOBKH, iH(pOpMalliiiHi pecypcu
mepexi I[HTepHer. Meroauune 3abe3nedyeHHs
CTBOPIOETHCS BIANOBIHO /10 MPOTPAMHU MiATOTOBKH
1 BKJIIOYa€e HOPMAaTHUBHY HPOTrPaMHO-METOJUYHY
JTOKyMEHTaIlio, cwiadycu Ta (abo) HaBYaIbHO-
METOAMYHI KOMIUIEKCH AUCIUILIIH.

Po3ain 9. AxagemiuHa MOOIJILHICTEL

9.1.

HarionaneHa kpeauTHa MOOUTHHICTD

Ha ocHoBi goroBopiB Mk HarionaasHum
aBlallifHUM  yHIBEpCHUTETOM Ta  TEXHIYHUMHU
yHIBEpCUTETaMHU YKpaiHH.

9.2.

MixHapoiHa KpeAUTHa MOOLTBHICTh

Y pamkax mporpam MOJBIHHOIO JIUIUIOMY 3
yHiBepcuTeTam, 3apeectpoBanumu y ERASMUS+

9.3.

HaBuanns iHo3eMHUX 3100yBayiB
BUIIO1 OCBITH

CTBOpEHi YMOBH TSI MiATOTOBKU 1HO3EMHUX
37100yBayviB BUIIOI OCBITH.
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2. [lepenik KOMIIOHEHT OCBITHLO-MIPO(eciiiHOl MporpamMu
Ta IX JIOTiYHA MOCJIiI0OBHICTh

2.1. [lepenik kommnonent OIIIT

Kox v/n| KomnonenTtu ocBiTHbo-nipodeciitnoi nporpamu | KinbkicTs dopma
(HaBYAJIbHI IUCUMILTIHA, KYPCOBi IIPOEKTH | KPEIMTIB | MiACYMKOBOTO | CemecTp
(poboTn), mpakTHKH, KBaidikaiiiiHa podoTa) KOHTPOJIIO
0060B’s13k0Bi koMmnonenTu OIIII
OK1. [lcTopis ykpaiHCBKOI Jep>KaBHOCTI Ta KyJIbTypU 3,0 Exsamen
OK2. [linoBa ykpaiHCbka MOBa 3,0 Ex3ameH
JNndepernioBannit
OK3. [[Ho3emHa MoBa 3a mpodeciiHUM CIPSIMYBaHHSIM 4,5 BaiK 1,2
Ex3amen
OK4. |@inocodis 3,5 Ex3ameH 4
OK5. |Di3zuuHe BUXOBAHHA Ta CAMOBIOCKOHAJICHHS 3,0 ii?l(ep CHILHOBAHIH 2
Ex3amen 13
OK6. |Bumra mateMatuka 14,0 NudepennifioBannii P
3aJiK
Ex3amen 2
OK7. |®izuka 10,5 NudepenniiioBannii 1
Baik
Ex3amen 1
OKS. [[adopmarriitHi TeXHOTOTi 11,5 Judepenuiiosanmuii 5
3aJtiK
OK9. |OcHoBuM aBTOMaTH30BaHO1 00pOOKH 1HPOpMAITii 6,5 ilﬁfp cHIHOBATIH 1,2
OK10. |OcHoBu ki06epOe3nexku 4,5 Jluepenifioparnii 1
BaJI1K
JNudepenuiioBannit 3
OK11. |AnapatHe 3a6e3nedyeHHs iHQOpPMaILIITHUX CUCTEM 50 BaTiK 4
Ex3amen
K Ba Ta 3 TUCLHMITIHU AniapaTH
OK12. [ YPeo pobo a3 aenrt paTHe 1,0 Baxuct 3
3a0e3neyeHHs 1HPOopMaIIHHIX CUCTEM
OK13 OcHOBU Teopii NPUHHATTS PillIeHb y 35 Jndepenuiiosanuii 3
KibepOesmerri : BastiK
OK14. KomnonenTHa 6a3a ta cxemorexHika B IKCM 4,0 Ex3amen 3
OKI15 |OcHoBH nporpamyBaHHs **** 4,0 Ex3amen 3
OK16 CHrHanH Ta MPOLIECH Y CUCTEMAX 3aXHCTy 35 E caven 4
iHbOopMaIlii
OK17. KypcoBa po6ota 3 quctiumninu CurHanu ta 1.0 Baxucr 4

MPOIIECH Y CUCTEMAX 3aXHUCTy iHpopMarrii
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PiBenp Bumoi ocBiTH - epmuii (6akaIaBpChKUiA)
OK18. |OcHOBH MepeKEeBHX TEXHOIOTINH ** 4,5 ii?xepeHmHOBaHm 4
JudepenuiiioBaHuii 4
OK19. (Texnomorii mporpaMyBaHHS 8,0 BasiK 5
[Ex3amen
KypcoBa po6ot vcuuman TexHoorii
0K20. [P podota 3 eXHOIO 1,0 3axuct 5
MporpamMyBaHHs
HopmaTuBHO-IIpaBOB MICYCHHS
OK21. | .opMa 0-MpaBoBe 3a0esnete 45 Ex3amen 5
KiOepOe3neku
SR . [N Ex3amen
ABialiiH meKa Ta Ki IeKa aBialliiHUX :
OK22. [Pt a?es ek Ta Kidepbesnexa asian 10,5 JudepeniiioBannit >
iHQopMaIliHHUX CUCTEM i 6,7
JNndeperniioBannit 5
OK23. [BaxumieHi KOMITIOTEPHI CUCTEMH Ta Mepexi ** 8,0 BatiK 5
[Ex3zamen
OK24. Yupasninus iHpopMaIiiHoO0 0e3MeKor0 3,0 Ex3amen 6
KypcoBa po6ot UCLUITIHA Y IPaBIIiHHS
OK25. [\YPCOBA POOOTA 3 MHCLUIIIIH YIIpaBit 10 Paxier 6
iH(opMaIliiiHOI 0e3MeK0I0
OK26. [[IpukiamHa KPUMTOIOTISA 7,5 Ex3amen 6,7
K B T uctunian [pukimagna
OK27. [Kypeosa podora 3 e pricIaa 10  Baxuer 7
KPUIITOJIOT 151
OnepaltiiiHi cHCTeMH Ta TEXHOJIOTIT iX 3aXHCT Jludepennitiosanmii
OK28. ***p H y 7,0 BatiK g’
Ex3amen
OK29. (Cucremu TEXHIUHOIO 3aXHCTy iHpOpMaIii 3,5 Ex3aMeH 7
OK30. [Texnomnorii 0e3Me4yHOro 10CTyIy 4,0 ii?;p CHIIHOBATHIH 8
OK31. [KommuiekcHi cucTeMu 3aXUCTy iH(opMarii 3,0 Ex3ameH 8
besneka iHGopMaliiiHO-KOMyHIKaLliiHUX cHCcTeM Jludepeniiiosarnuii
OK32. bopman yHiKan 7,0 BatiK ;’
Ta MEPEK Ex3ameH
OK33. [[IporpamHi 3acobu 3axucty iHopMmarrii 3,0 Ex3amen 8
0OK34. [Kypcosa po6ora 3 qucruninu [Iporpamui 3acobu 1.0 Baxucr 8
raxucTv iHhonMarmit ’ :
OK35. |®axoBo-03HaOMITIOBaIbHA IPAKTHKA 3,0 iﬁ?;pemmommn 2
0OK36. [Komn'loTepHa mpakTuka 30 JlndepenuiioBannii 4
' 3ajIiK
OK37. TexHooryHa mpakTuKa 3.0 Jludepenniiioanmii 6
BaJIlK
OK38. [Ksamidixkariitna pobota 7,5 Baxuct 8
3arajabHuii 00csr 000B'A3KOBUX KOMIIOHEHT: 180 xpeautiB EKTC
Bu6ipkxoBi komnonenTn *
BK 1. 40 I[I/I(.l)epeﬂumosam/m 3
BaJI1K
BK 2. 40 I[I/I(.l)epeﬂumosam/m 3
BaJI1K
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PiBenp Bumoi ocBiTH - epmuii (6akaIaBpChKUiA)
JndeperuioBannit
BK 3. 4,0 BaiK 3
BK 4. 4,0 I[H(.l)epeHuiﬁOBaHHﬁ 4
Batik
BK 5. 4,0 I[H(i)epeﬂuiﬁOBaHHﬁ 4
Bamik
BK 6. 4,0 I[Hq)epeHHifIOBaHHﬁ 5
Bamik
BK 7. 4,0 I[Hq)epeHHifIOBaHHﬁ 5
Bamik
BK 8. 4,0 I[Hq)epeHHiI\/'IOBaHI/II‘/JI 5
Baik
BK 9. 4,0 I[Hq)epeHHifIOBaHHﬁ 6
Baik
BK 10. 4,0 I[I/ICP@pGHL[if/iOB&HHfI 6
BasTiK
BK 11. 4,0 I[I/I(.bepeHHifIOBaHI/II‘/‘I 7
BasTiK
BK 12. 4,0 I[I/I(.bepeHHifIOBaHI/II‘/‘I 7
BasTiK
BK 13. 40 I[I/I(_bepeHuiﬁOBaHnﬁ 7
BasTiK
BK 14. 4,0 I[I/I(.bepeHHifIOBaHI/II‘/‘I 8
BasTiK
BK 15. 4,0 iﬁ?speHHiﬁOBaHHﬁ 8
3arajbHuii 06cAT BUOIPKOBUX KOMIIOHEHT 60 xpenutis EKTC
3aranbHuii 00CAT OCBITHBO-IPO(eciiiHol mporpamMu 240 kpeantiB EKTC

*Peanizayis npaea 3000ysavié 6uwjoi oceimu HA GLIbHUL 6UOIp HABUANLHUX OUCYUNIIH mda
CMBOpEeHHs THOUBIOYANbHOI 0C8IMHbOI mpackmopii peanamenmyemscs 3akonom Ykpainu «lIpo
suwyy oceimyy ma GHympiwHimMu Hopmamuenumu akmavu HAY. Bubipkosi komnonenmu
obuparomscsi 3000y6auamu 8UWOI 0c8imu i3 Kamanoeie peKoMeHOO8AHUX Ma AlbMePHAMUBHUX

BUOIPKOBUX OUCYUNLIH.
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CremianpHicTh 125 Kibepbesneka
Iamy3b 3HaHE 12 [HQOpMAaIiitHi TexHOTOTIT crop. 21326

PiBenp Bumoi ocBiTH - epmuii (6akaIaBpChKUiA)

3. ®opma aTecrailii 3100yBa4iB BUIIOI OCBITH

®opmu aTtecTamii

3100yBa4iB BUIIIOT

KBanigikauiitna podora

OCBIiTH
Bumoru no ATecrallisi TOBHHHA 3/iHCHIOBATHCSA y (opmi MyOJIYHOTO 3aXUCTy
KkBauTi(hiKaIinHOT kBautipikariiHoi poOoTH.

poboTtu

Ksamigikariiina podora Mae nepeadoadat po3B'si3aHHs KBamiQikamiitHol
3anayi ramysi iHpopmariitHoi Ta/abo KibepOe3neKH.

Kgamnidikarmiiina pobota Mae OyTH nepeBipeHa Ha Iuiariar.
OnpuTtoTHEHHS HA CaMTI.
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OCBIITHBO-TIPO®ECIHHA TTPOI'PAMA
«besneka iHpopMamiiftHUX 1 KOMYHIKAIiHHAX
CHCTEM»

CremniansaicTs 125 Kibepbesmeka
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PiBeHs BUIIOi OCBITH - TIepmIwii (OaKkaTaBpCHKMil)
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PELLEH3ISA-BIII'YK
HA OCBITHbLO-npodeciiiny nporpamy
«be3neka inpopMauiHHHX | KOMYHIKAUIHHHX CHCTEM»
Crneuianabnocti 125 «Kidepoesnexa»

neporo (0akajaBpcbLKOro) piBHsi BHLLOT OCBITH

PenienzoBana ocBiTHbO-npodeciiHa nporpama «besneka iHdopmauiiHux i
KOMYHIKALIHHUX CHCTEM» pO3pob/eHa KOJCKTHMBOM KadeIpu KOMI IOTePH30BaHHX
cucteM 3axucty iHpopmauii @akyneTery KibepOe3neku, KOMI'IOTepHOI Ta
nporpaMHoi imxeHepii HAY.

OcsiTHpO-npodeciiina nporpama «be3nexa iHnhopMaliiHUX 1 KOMYHIKaLlIHHUAX
cucTem» 3a crneuianbHicTio 125 «KibGepbesneka» nepiuoro (6akajiaBpchbKoro) piBHs
BHUIIIOI OCBITH po3po0JieHa 3 ypaxyBaHHAM BUMOI MOTEHLIHHUX poOOTOAaBIIIB, SKI
niarBepauan notpedy y daxiBusx wiel cretianbHOcTi. OCBITHI KOMMNOHEHTH, LLIO
CKJIa/Ial0Th OCHOBY JIAaHOI Mporpamu, nijaidpaHo 3 MeTor GpopMyBaHHsS Yy 3100yBayiB
komnereHTHocTel 3rijiHo 31 CBO 3a cnewianshicTio 125 «Kidepbesneka» Ta 3 MeToro
JOCSATHEHHsSI MNpPOrpaMHUX pe3y/lbTaTiB HaByaHHS B o00jacTi  po3podku Ta
BIPOBA/[KEHHS Cy4YacHMX iH(OpMaUiiHKUX TexHOJorid B ramysi iHpopmauiiHol
Ta/abo kibepbesnexu.

B OCHOBI  OCBITHBO-NPOECIHHOT  MpOrpaMi  BU3HAYEHI  MPOrPaMHI
KOMITETEHTHOCTI, SKi po3MojijieHi Ha 3arajbHi Ta (paxoBl KoMIETeHTHOCTI. Ycli
KomneTéHTHOCTi HOCSITh TIPAKTHYHHMHA XapakTep 1 MOXKyTh OyTH BHMKOpHCTaHI Y
npodeciiiniit aissbHOCTI MaiOyTHIX (haxiBuiB B ramysi iHpopmauiiinoi Tta/ado
KibepOe3neku.

[line  ocsiTHbOI-nipodeciiiHoi  mporpamu  «besneka  iHopMmauiiHux |
KOMYHIKAIIMHUX CHCTEM» TOJISTA€ B MiATOTOBLI KOHKYPEHTHMX Ha PHHKY Tpatli
daxiBuip B ramysi iHpopMaUiffHMX TeXHOJOriH, 3/aTHUX PO3B’A3yBaTH CKJA/HI
crienianizoBaHi 3aBAaHHs abo mpakTH4Hi npobiemu  3axucty  iHopmauii,
BUKODHCTOBYBAaTH |  BIPOBA/JUKYBATH  TexHosorii  iHopmauiiHoi  Ta/ado

KibGepbesnexku. 3a3HaueHHi B OCBITHBO-Npodeciiitiii nporpami 00’€KT AiSIBHOCTI



WIJIKOM BiATOBifae cyyacHum notpedam, sk ramysi 1T Tak i ranysi iHpopmauiiHoi
Ta/abo kibepbesneku, ska 1LIBUAKO PO3BHBAETHCS Ta 3MIHIOETBCS.

Oco6nBoi yBaru 3aciyroBye opieHTalis OCBITHBO-MPOGECIHHOT 1porpamu,
sIKa CIpAMOBaHAa Ha 3700yTTS CTy/€HTaMH 3HaHb, yMiHb Ta NPAKTHYHHX HABHYOK, a
TAKOX IHUIMX KOMIIETEHTHOCTEH, HeoOXiAHuX s YCMIHOrO  3AIHCHeHHS
npodeciiHol  MiANbHOCTI; Ta sKka 0a3yeTbes Ha  3arajibHOBLIOMHX y raiysi
IHQOPMALiHHUX TEXHONOrH HayKOBHX pe3yJbTaTax, Yy pamMKax SIKMX MOXJIHBa
nojasnbLia npodeciiiHa kap’epa i nojasblile HaBYaHHS.

CTpykTypHO-NIOTi4Ha cxeMa MoGy/l0BaHa Ha OCHOBI OCBITHIX KOMIOHEHT Ta
BUTIAZIAE JIOMTYHOIO Ta MOCHiA0BHOW. OGOPMICHHS Ta HANIOBHEHHS 3MiCTOM TEKCTY
OCBITHBO-TIpodeciiinoi mporpamu «besneka indopmauiiinux i KOMYHIKaLllHUX
CHCTEeM» BIJINOBIAIOTh BUMOraM Ta pekoMeHiauism HauionaabHoro AreHtersa 3
AKOCTI BULIOI OCBITH.

BBaxaio, 110 saHa OCBIiTHS nporpama Mose OyTH LiKaBo /s 3100yBauiB, a
KONIEKTHB  Kadeapu  KOMIT'IOTEPH3OBAHMX  CMCTEM  3aXHCTY iHpopmauii
HauionanbHoro aBiawiifHoOro yiBepcuteTy — crnpoMoskuuii 710 i BITPOBA/KEHHS Ta

peajizauii B OCBITHHOMY MpOLECi.

3acTynHuk aupekropa Jlenaptamenty -
HavalnbHUK 2 Biadiny Jlenapramenty kibepsaxucry

Anminictpauii depxcneuss’s3ky

.

K.T.H Onexcanap BAKAJIMHCbKHUM
19.03.2021
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